PEIYBIHUKA BBICAPHS
ITHPKARHA ATEHITMS , ETEKTPOHHO YIIPABJIELIE

JPFAABHA ATEHUNA
ETERTPOHHO ¥ [TPAB. IEHHF
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3A TIPEACTABSTHE HA O®EPTA ;- TN %_.Rf?h

A0 BCHIKH IAHHTEPECOBARH THIJA

YBAXKAEMHA 'OCIICKH H I'OCIIOJ A,

BB Bprika ¢ OpeacToAmoTo OGAPABAHE HA OTKPETA OPONEAypa 3a ,Hagrpammane Ha
CHCTeMATa 38 ARTOMSTHIMPAHA HHCOEKIFS M AEANHS HA ENEKTPOHHM NOKYMEHTH, OOMCHIHE B
PAMEFTE HY CHCTEMHTE 32 ETeKTPOHSH OOMEH Ha ChoOMER: A H 38 CATYPHO EeKTPORHC BPEIBAHE,
NCCTABKA HA COPTYSPHR NHIEHIA ¥ TeXHWYecEa NOLIpbAKe”, BE xaHmy ma Ope/ICTARATE, B
CEOTRETCTBHE C NPOQecHOHANHATE CH FRIMCUKHOCTH H KRANHQHKATHAS, FEIAKATASHH IEH0BHE
ohepTH.

Obma madopManus H TeXymo c:CTOSHHE Ba OpoekTa ,,CreTema 33 ABTOMATHIHPAHA
HHCOEKIHE 3 AHAJAT HA €ICKTPOHHE J0DKYMERTH, 00MERTRE B PAMKHETEe HA CHCTEMHTE 38

eICKTPOEER 06MEH HA CHOGIICHAN H 33 CATYPHO eKTPOHHD BphIBAHE":

Hano/3paBH aKpOHEMEA

CAAEY | JInpXabHA arennes ,EIeKTpoHHO yipaBIemHe™ |
EECM Empena eNekTpoEEa chOIIETEEA MPeRa Ha JEDKARHATA aMMUAACTPALNL H 38
HYAHATE HA HAUHOHANEATA CHI'VIHOCT

KAH K{)"ﬂ} HARAIMOEES ¥ AH()0pMalFoHHaA E‘H{ppaﬂ TPV Iy rypa

: CAI»{AE#_I CucreMa 38 aBTOMATH? 11 pARE HHCISKITHA K AHATAI HA SNCK POHEH JOKYMEHTH .
' CEOC | CucteMa 32 enekipoBeH 0BMeE Ha choOMenAs ]
CCEB Cnnmua ECTEMA 34 CHI'Y PHO eXeKTPOEHC B)hIBAHE

API Apphcahnn Pr-::-j:,rammmg Interface — nprmoxken IJPDFEMEH HI-ITepﬂmﬁn



B JTspwasna areBmEd , Enexrporno ynparnenne” (TAEY) e usrpanena 2 GyEEImMoREpa
CHCTEMS, 38 ABTOMATHIMPARA HACIEEIHS M AHATAI HA eNEKTPoRnd AokymeHTH (CAHAE]) za
HATMTHETO HA ATORAMEPSH codrTyep.

CHeTeMATE H YCIYTHTE, KOUTO e aamuTanaT or CAWAE]T ca onmcan Ba catita 5a JJAEY:

® CHCTEMA 38 CHTYPHO ENCKTPOHAO BEMO9RaHe — hitps:/fe-pov.bg/bg/152;
% CHCTEMA 38 eJICKTponeH obMeH Ha chobmerng — hitps://e-gov.bg/bg/119,

KomrorenTare Ha CAWAE]] paboTar B 1pE cxoe:

# (poET-cHX — clo#, apez koo CAVIAF]] CH KOMYRAEHpA ¢ IPYTH CHCTEMIX,

* MASRTYEP — MEXIFHCH AHTSIPANHOEEH CInif;

¢ Oecx-eHA — cnol sa CRMAECES ABTOMATHIMPAHA AHCHCKES H aHANH3 HA CNEKTPOHHHTE

JOKYMEHTH.

Bre dponT-ean cnos e mHcTAMHpaH Web-chpasp. Tol ofpatiorea sagexaTe 0T/ERM CEOC
B CCEB npez HTTPS nportokoi.

B mugsmyep ciox paliore APL API ca xoMyHRKHMpa ¢ JOKYMERTOOOOPOTERTE CHCTEMHE OT
CEOC = ¢ CCEB mo mpeToKon, OIHCEH BEB (OPMAT sSwagper-json. KomysuxameaTa ¢ Sex-caa
Ce MIFBPIIBA NocpeacTaom WebSocket mpoTokon, kofite npenara fiull-duplex koMyamKanmorer
XRHAT BEpXY ¢oHA qeEEcTReHs TCP Konesnma,

B Bex-eng ciod e MECTANHPAH KOMIOHEHT, KONTO OCHTYPABE &IHOBPEMEHAO HACTIEKTADAHS
H AHATHE B2 EJIEKTPOHANTE A0KYMEHTH 34 HATAYEET) HA A0HAMEPER codTyep Upes H3NOoN3Bakre
H2 JIB¢ HE3ABHCANTY. ARTEREPYCHH coTyepa, MOBEESHICCKA AHANYS, IPEABHEAAI AEATHS I
TIPEIOCTERAHE Ea HRTCIPHPAHA HIONHPARA CPEAR 38 CTAPTHPAHS B AEANAI HE CHMHEHTCIHE
TIPENOECHRN.

DpoHA-eRN B MERIYER CIOEBETE OF OCATYPARAT OT BUPTYAAHA MAIINHA ¢ HHCTANHPAERH
Debian 9, Nginx, 8Qlite, Python3.6 ¢ python3-pip u virtualenv, Rabbitma.

Bex-ena cnos ¢ CCArYpeR 0T BEPTYRIIEA. MAITEEA ¢ EECTAEpen Symantec Content Analysis
System ¢ Moqymx Security Analytics @ Malware Analytics, u RITONIBAHE HE AETUBKPYCHH
mantasd (codryepr) Ha Kaspersky 1 Sophos.

Ob6xeeT HA nponenypaTa 38 ,Hanrpaxanae Ha cRCTEMATA 34 ABTOMATHIEPAHS HACICKITHA |
AHATHI HA €ICKTPOHHN JOKYMEHTH, 00MEESHH B PAMKHTe HA CHCTEMHATE 38 ENEKTPOHEN
ofmer Ba CholIMeHES B 34 CATYPHO £1EXTPOHEBED BPRYIBAHE, JOCTABKA HA COPTYSPHH JHIEHIN
H TCIHESCCKA NONAPLEKA ™

TIponesypaTa ciefBa I8 CC OCHIEECTRH YPE3 HATHTHEEHSTO HA CIGNHETE OCHOBHH
JefHoCTH:

» AHAIH3 H OPOEETEPARE - B PAMKHUTE HA Tasd JeliHoct HankaanTenst mpabea fa
MEIOTRE JOKJIA] ¢ AHANEI K BAPWAHTH 38 HANTPAKNAHE, M TEXHHISCKH [IPOEKT ChE
croermd kA, OUAKBAHITS PESYIITATH Ca-

© HRIOTBEH IAH-TPAfFK 28 HATLITHERNE HA TOPLIKATA;
© HIrOTBEH JORKNIAN ¢ SHATHI H C FRIMMEEOCTH 38 Hagrpaxaeae Ha CAAEN koftto
BHINOYERA; '
IIpETNEN A TEKVITIOTA CHCTOMHIS
yEBeTH9aRaHe Ha 0poA HA YUACTHHITHTE;
YREITHIaBaHEe Ha OpOR HA HACIEKTAPARETE JOKYMEHTH;
YBETWIABARE HA MOJIEMPHA HA HHCTEKTHPAERTE HOKYMCHTE;
BAPHEHTH H CTEIIEH 33 HAATDEXIAHE K LICHA.
¢ H3IrOTBEH TSXHHYECEH NPOEKT ChE COenudHEaIms Kolito BRmoqna;




"  OUPEmeIRe HAa KOEOEInms 3a Eagrpagane na CAHMAFE] ma Gasata Ha
TEXHEYSCKOTO 38JaHHE;

" gmEiefH Ha  MHEQOPMAOEOHHATA  CHCTEMd,  XapoyepHaTa H
RKOMYHAKAITAOHHATA. HADPaCTPYRTYPE;
" ApXWTERTYpa H CcOCIMbERamES Ha COMTYSPEETE ®  XapAYEpHWTS

HIACKBAHHNA KEM TpUTe criog 5a CAWAE],
"  ommacanre Ha AP] B ormcanwe Ha wETepdeiicaTe

" CmenEQEKATHA ¢ BEMOYSHA EKOMHYECTBSHO-CTOHHOCTEA CMETKZ Ha
NHOEHIATE A 0DopyIBaHETO,

*  mEsaiiH 3a bHeHpABanero He CAHE];

* nofpofien cIMCHK Ha eKCINOATANMOHHA JOKYMEHTAL, KOATO TpaGRa Jia
Onae R3rOTBEEA ¥ OpeNCcTABSRA Ha Branomwrend,

¢ PaspafoTsare H PHeApRBaHE - paMKwTe HA JeitHocTra MansmeeTendT tpsfoa nocTETES
3QN0MEERTE B TeXHAIECRES OPOEKT DapaMeTPH Ha CHCTEMaTa H 13 o0yum mepcosan 3a
He#HOTO E3menanaee. Ilo apeme Ea ZeHHOCTTA ce FRBEDLIBAT M NPHEMO-HPEIaBATCIHE
HWIMETeHAA. ChInara 3a8%PIIRa ¢ NOANHCEAHETO Ha OKOHYATEIICH NpHeMO-TIpeIaBaTeneH
NpoToKe. O9aRRaHEATE Pe3yITATH ca: paapaboTed MNaaH 3a paspaboTeade W BHeAPRBaHE;

o

OPORSPKA Ha KOHNEmuATa 38 HAarerparearz HA CAHAEN ¢ ao Tpu
Aoxymearocboporar cucteME of CEOC m c¢s¢e CCEB w mammpmbBaEe Ha
HOCTIeBEINA AATETPAIES ¢ YCIELIEd OpOBepKa;

HIBBPIICHN JOCTABEA, MOHTAK H Konburypanes Ha kommonenTaTe Ea CAMAE] B
KHH ua NAEY;

OpoBeAeHo ¢OyIeHAE Ha He I0-MAJKO OT 5 (meT) ciayxerend Ha JJAEY:
NPOBEACHH IPUCMHA H3WTAHEA B NOMIACAH OKOHIATENCH IPHEMO-TIPEIABATEICH
IIPOTOKOI.

* PaanmapeHa rapanm@EoHHEA NOANPEEK - B PAMEHTE HA AelmocTTa Mamsmarensr Tps6ea
Ad OCHTYPH 32 CBOH CMETKA. MpPAELMOHHA MO7IPEERA 34 IEPHOL OT MAEEMYM 36 Mecera
ciell IPUEMAHRE B EECIIICATANAN HA CHCTEMATA.

MursmarErsT 06xBar Ha NIOATPEERATA TPAOEA 13 BKTIOYEE:

<

O

TEXEEYECKd NOLIPEAEA, OPeAoCcTaBSHA OT OPOH3BOOHETENY Ea HITQTIBAHKTE
JEIIEHIM, BRIOYMMISIHO OTCTPAHARAHE HA NpobieMM, DPEYTMHEHM OT
IpOMIBOJICTASEE JedexTn Ha cofTyepa B HagrpamaHe Aa AINOIEBAREL codTyep
ZC TOCIEHATA PE3MOKEH2 EEPCHA, CHOOPATHO HAMOI3BENATE THIEH3A,
OTCTpARARAHE HA OpobiieMy, CEBPIANI ¢ KOEQHTYPAMA H HACTPONKE;
H3BRPINBAHE HA AHATHOCTHKA HE JORIaARaH mpofieM ¢ Oen ocHTypEBaHe Ha
OPABETHOTe HYHKINIOHAPAHE HA CHCTEMMTE B MOJYIATE;

CHOCHCTBHE NP ONCPHpZHE HA CHCTEMATE 33 OCHYPHRAHE HA HOpMEUIHATA 1
paborecnocobaoct,

FBICTAHOBABAHETO HA CHCTEMATA U JAHENTS [IPA CPHEB;

KOHCYNTANEE 38 pa3peIlaABAHEG Ha OpoDneMu no mpemIomenara of M3nnmmTers
KoHGUrypanux Ha cpeaaTa {CIepanEoRHa cucTema, §a3a JAHAH, Xapayep B MpPERH),
HVION3EAaHA OT CHCTEMATA, BEMIOUETEIHO MPOMCHH B EKOHGETYpANHEATA Ha
codiTyepraTa HEQpacTPYKTYpa Ha MACTOTO HA HHCTARALWMY,

CKCIIEPTHH KOHCYITANAH N0 TelneoH H eNeKTPOHHEA IOLIAE;

AOPasRHBZHE HA CHINSCTBYBAMATe QYHEIMOHANHCCTY He PPOHT-CHI ¥ MMARIYSD
KomnoHeHTHTe Ha CAVAE]], Brmogurenso BOA¢HT W BITpedil Ha MINOMRBAHATS
codTyepd E KOPSKIMH B DPHIONHES EOJ ¢ Hell HAXERTHOTO (BYHKIMORMpAHE Ha
CEOC u CCEB,;

|



© HHCTAIMPAHE H KOHQHTypHpaNe Ha JOTBIHETCIHA MOXYIA H/HENA yCTpolcTaa
H/WIA IMICHIM 8 pasInEpaBade Ha KATANHTETs;

O HOITPREARHE HA CHCTEMATa IpH HiTAIaHe Ha HOBE BepeHH Ha codirveps,
BRIXOYATENEC H CACTEMERS, W/RIM OpH Hajurpakaage ga CEOC u CCER;

© HE3TOTBAHE HA N'OfHIDAA Gasa Ha 0bolbmer pamopT He ofcIyReHRTe 3a9BKH, RATO ce
BKIHOTA M TeXHAYECKA ONEHKA M SEANR3 H4a oOCIVKEeHHTSe 384DKH, KAETC H

IpSICPEEA.

Cren npExmounane Aa nedroCTHTS T0 Ha/rpakzane CAVAT]] Tpatipa MMHRMATHO Ja
QITOBAPL M MPEAOCTARS (YHKIEOAATHOCTHE KAKTO ClIe/IBa;

H3MCIIBaHE HA NPABHIA B NOJHTARR 33 JeHCTBHE ITpH PAIHYHE COCHADHH;
ABTOMATHINPAHA WHCOCKIMA H 2HATH3 HA CHCKTPOHHE [OKYMESHTA 33 HAIHUME HA
JIOHAMEPEE COPTYep, BRIIOIBAIIA:
O /B4 HEIABMCHMH SHTHBApYCHH codTyepa (Anti-virus Engines):
© IOREREHYSCKE aHAMI: Ha dalinobeTe (Behavior Analysis);
© npegpExzam anamas (Predictive Analysis);
HHTEIpHpaNa m30mHEpaHa cpeaa (Sandbox) 3a aRTOMATHIMpARD CTApTHpaHe H AMAIHS HA
CEMHEMTEIAH WHIM HENOIHATE NPEIOEKEHHY ¢ OEM WACHTHMEKANEA EA HeNORHATH AC
MUMEHTH HORH 3a[UIAXH;
paborara ga 1000 morpeGurens (CEB mme moxymesTooGopoTHa cacrema o1 CEQC), ¢
BBIMONKHOCT 38 HAATpaEmaHeTo i 2o 1500;
ABTOMATHIADAHA HHCICKINA B aHam3 Ha Ao 6000 noxywmenTa Ha JigH, B MHTIpHpaHs
H30mMpaHa ¢peda (Sandbex), Beer or Tax ¢ pasmep 10 MB, ¢ ER3MomHOCT 38
nagrpasaHeTo # Ko 50000 goxkyMeRTa B4 f8H, BCEKE OT TAX C pasmep 50 MB;
BEIMOHOCCT 33 YBEILAYABAHE HA PASMEPa Ha MHCIEKTHpaRATe hatinose no 2 GB;
BpeMe 34 ARTOMATWIHPARA HHCICKIAN ¥ aHATH3 HA €NCKTPOHHE NOKYMCHTH 38 HAJIHTHS
Ha 3M0HaMepeH codTyep A0 5 /meT/ cexyHaE 33 JOXYMEHTH ¢ roleMuEHa ne 1OMB pnp
tpopmar Teker (*.doc, *.docx, *rtf, *.odt, *.pdf), enexrpomna Tabmma (*xls, *.xlsx,
*.0ds), mobpaxennn (* jpg, *.jpeg, *.png, *.tif) m Microsoft Qutlook (*.eml), cmrrano or
MOMEETA HA MOCTRIRAHE HA Oemas JoEyMeHT B CAHAET;
EpEME 38 ABTOMATHZHDAHO CTAPTHpEaHE E 2HANMS HA CRMEMTSIHH H/EIHM HEOOMHATH
UPHNOMKCHIA HETErpApaHa wiondpana cpeda (Sandbox) mo 30 /rpepecer/ cexymmu 3a
AOKYMEHTH ¢ royieMEHa 1o 10MB sre dopmar Texet (*.doc, *.docx, *.rif, *.odt, *.pdf),
enexrponta Tabmama (*xls, *xlsx, *.0ds), msoSpaxeras (*.jpg, *.jpeg, *.png, *4if) =
Microsoft Outlook (*.eml), cyATano OT MOMERTE HA IOCTEIRANE HE [ETHA DOKYMEET B
CAUAEN
Oex-eHI KOMIOHEHTHTS Hf CHCTEMATZ 38 ABTOMATH3MDAHA HHCIEKIEA H AHATH? Ha
CACKTPOHEE NOKYMEHTE H HHISIDHpHHATA N3onmHpaHa cpeda (Sandbox), ma Gwmer
HECTAMHDAHE H& CHCOEATHIMPAH Xapayep (ChPBLD) NpeHOPLYan/NOCTABEE  OT
IPpOHIBOAETENL H B OCHIYpHRALI CEIHATE MARMMATHHA X2paKTepHCTHKH:
O CTZHISPTHH MPexOBH AATephelicH:

- (2) 1000Base-T Copper Ports {with bypass)

- 1000Base-T Copper Ports {ICAF)

- 1000Base-T Copper, System Management Port



- 1000Base-T Copper, BMC Management Port
© BRIMOXHOCT 38 HINMOIIRAHE HA CACTHATE MPEIKOBHA HETephelicH:
- 4x10/100/1000Base-T (Copper with bypass capability)
- 4x1GDHE Fiber-SR (with bypass capability, full height slot only)
- 2x10Gb Base-T (Copper with bypass capability)
- 2x10(k Base-T (Copper non-bypass)
- 2x10Gb Fiber (SR with bypass capability)
- 2x100Gb Fiber (LR with bypass capability)
O KOMYEMKAITACHCH KANAIATET — He N0-MaKo oT 100 mbps c efHOBpeMERAG ARTHRHDPAHE
AV g Sandbox dymxamns;
o 0bpaboTka Ha 6000 datna (samples) Ha JeH OpA &aHOBpEMEHHO AKTHRHMpAHE AV ¥
Sandbox dyHRITHE;
O XapAyep C pesepBHPaHO/ZBOHHO 3axpaHBade ot Tuma (Dual redundant and hot
swappable power supplies)
¢ XapAyep ChC CNEIHATES ONSPATHBEA XAPAKTS PHCTHRY:
- Cropagx: 1TB (2 x 500GB)
- [lamer: He mo-Manxo or RAM 30 GR
- AC saxpamsane: AC power 100-127V @ 8A 200-240V @ 4A, 47-63Hz
- CroTtsercTRuEe ¢ B3ACcKBaHAATA Ea EBponefickn cBloa: 3a ceryproeT: CE — ENS0950-
1, Second Edition, »a enexTpoMarEWTHO cBOTBeTcTBMe; EN35022, Class A
EN55024; EN61000-3-2; EN61000-3-3

¢ Gex-ern xonmorerTaTe Ha CAHAE]] coiefea [a ¢a Pe3epBApaHT, TAXA 16 Ja ¢ OCATYPIBA
OTKA3CYCTOHTHBOCT, OT TEHA Active-Active Bae Active-Passive, B cirywail Ha oToanage Ha
HeK-gHI KOMIIOHEET,

» CAWAE]T Tpafra 7na 7Zasa BRaMowHOCT 3agskure or CEOC u CCEB ma Gonpar
GanranCHpaHE MeXTY HAKONKD BPOHT-eHI B MEXRIYEp, KOMYHAKRPAIIE CE ¢ HAKO/KO Hek-
CHH CHCTEMM;

¢ JHIEHZHPAEE 34 TPH MOAHEE.

HazararasEeTe OdepTH TpaGBa fa ¢& HIAMPAIIAT B cpox Jo 17.00 9. ma 05,09.2019 1. va

ATaEac ATARACOB, ABPXKAREH EKCIGPT B IEpeKuma ,KoMyRWEALMORRE © HHDOPMATHOHEE
b pacTpykTypa”, Ha eNERTPOHHA IOlWa: astanasovi@e-gov.be, u na Haxoma#t Ilerpon, Mupextop
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IMpanoxenwe 1
Mons, g8 OpeOCTABRTE FHARKATHBHEATE CH OJCPTR BHE crenanrs dhopmar:

YRakaemu JaMA H MOCOoNE,
Hue or: Hue, Anpec, EMK

Cnep 3anospapafe ¢ IUTAHEPAHATE JCHHOCTH 33 POANHIANES HA  NPONETYPETA 34
”HH.I[[‘PHE,[I;BIIE HA CHCTEMATE 33 AETOMATHIHpDAHA HHENIEKTIHEY W AHATHI Hil
CICKTPOHHE J0KYMeHTH, 00MCHIHR B PAMKHTE HA CHCTEMHET® 38 &/IGKTPOEeH o6MeH Ha
¢HOGMEeNAY B 34 {HTYPHO £/ICKTPOHHD BPLIEAHE, JOCTARKA HA COPTYEPHA ANNMEHIN B
TEXHHYECKA NOQIPEAKA%, OpeaocTapaMe Ha BameTo BAMMARHE CNSTHOTO AHIHEATABHO

OSHOBO NPEIIOKEERE.

Ho JA .EJNEKTPOHHO YIIPABTEHHE

Igaa fes JAC | Lena ¢ GAC
OnBcanse Ha JeHROCTTA
B JIéRa R aesa
ABATA3 A NPOCKTHRARE
Paipafiornine H REEPAREAHE
Paymmpens repaATAONEE MIIPLEKE
| Obmpo 3a
wHAArpeceaaEe BA CHCTEMABTA 3
BETOMETHINPAEA FHCOCKURA R AHANEI BA
ENCKTPONER [OOKYMeHTH, ofMeHNHE B
pAMEDTE HA CHCTEMHETe 38 EIeKTPOHEH
obmed Ha ChODDICHHE E 38 CHIYPHO
TEETPOHEO PPBLEBAHS, JOCTRREA HA
codTYEPER /HOERIM W TEXBEHYECHE:
IOMphREre
Hoanee, neayr
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